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Abstract
As the Internet’s phenomenal growth is increasingly discernible, electronic trading has become the trend in
commerce and presents big challenges. Electronic trading represents an important electronic commerce
application. Today there are numerous ways one can conduct business over the Internet through electronic
trading centers where buyers and sellers can trade online. In this article, we analyze such applications and
introduce a new electronic model that allows multiple buyers and sellers to conduct negotiations and trading.
We present the system architecture, design, and implementation with a focus on the design of the client-server
architecture under the object-oriented environment. Some unique features such as the negotiation mechanism,
security and legal issues are also discussed.

Introduction
As the Internet’s phenomenal growth has become increasingly discernible, electronic trading has become the trend in commerce
and presents big challenges. The benefits the Internet offers and it could produce for commerce are enormous (Bakos 1998).
Online auctions are becoming a hot venue for buyers and sellers. In addition to the traditional B2C auctions, B2B auctions have
become one of the new trends for online trading. According to a market research firm Forrester Research, business-to-business
online auctions handled over $109 billion worth of transactions in 1999, and that number is expected to jump to $1.3 trillion by
2003. The pernicious threats, for example, to middleman himself will open up new opportunities to those who are flexible enough
to realize the profundity of this economic revolution. By becoming cyber middlemen, they will benefit from these sweeping
changes that will spare nothing in history’s fastest technological revolution (Hoffmann 1999).
At the present time, most Internet applications are concerned with markets for buyers and sellers. However, only a few of them
are interactive and negotiation is often ignored (Benassi 1999, Hayes-Roth et al 1999, Sandholm 1999). A proposed electronic
trading model would be one where individual sellers can bargain prices with interested buyers and which would allow sellers to
instantaneously add/remove products. The electronic trading model would also provide a simple interface where multiple sellers
and buyers could independently complete transactions over the Internet. Current on-line auction services do not support consistent
data types (i.e., after a user’s web browser loads information to the computer, any data refreshing and updating may not appear
on the client side unless the user clicks “reload.”). This results in an inconvenient delay that may hinder successful completion
of the transaction. In this paper, we analyze electronic trading as an electronic commerce application. The static nature of current
web applications presents great opportunity for improvement. Based on this analysis, we propose a new electronic trading model
that allows multiple buyers and sellers to conduct trading. The online negotiation feature will be an asset in our electronic trading
model. For security issues, the trading model will use RSA, a public key cryptographic mechanism. We describe the system
architecture, design, and implementation of an electronic trading model. Some unique features such as the negotiation mechanism
and security and legal issues are also discussed.

Online Trading as Electronic Commerce Application
Online trading represents a typical electronic commerce application. A party looking to sell a product can put it up for bid online,
noting a minimum price and a cut-off date. On the other hand, a party looking to buy can tell suppliers what it is looking for and
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wait for bid. Over the past few years, many commercial companies have marketed their presence on the Internet (O’Malley 1998).
Unlike traditional auctions in which bidders and auctioneers gather in a physical locate, online sellers and buyers can participate
around the world, 24 hours a day and seven days a week. Negotiation is probably among the least supported of the trading
processes in electronic commerce (Kumar and Feldman 1999, Beam et al. 1999). More recently, a number of agent-based auction
systems such as AuctionBot, Kasbah and Tete-a-Tete have emerged (Wellman 98, Moukas et al. 2000, Maes et al. 1999). We
describe our auction protocol as follows: before the market commences, the server agent creates the marketplace as well all the
trading agents. After the market is created, a control agent will take place and initiates trading. In this phase, both buyers and
sellers accept bids under the condition of the control server. The task of negotiation can often be difficult and time consuming.
Our model further extends the traditional auction schemes to accommodate multi-dimensional negotiations.

Toward an Online Data Consistent E-commerce
Model requirements were identified prior to the design. First, the software must provide an interface for sellers to display their
products and for buyers to place orders. Buyers should be able to interactively bargain for selected products. The transactions
should be secure. This utility also should allow more than one person on the seller's side to conduct parallel bargain sessions with
multiple buyers. A prototype system is implemented in an object-oriented environment incorporating the Java enabled browser
(Java 1.1), a security application program interface, and an HTTPd server.
Figure 1 illustrates the
client server architecture of
our electronic trading
model. The server is a
multithreaded application
that creates a service thread
(i.e., the model handler) for
each client. The structure
of the server is fairly
simple. The model handler
communicates with the
thread (communicator)
client. All messages are
transferred through sockets
between the communicators and model handlers.
The central server (controller) is in charge of user
authentication, commercial
tr a n sa c tio n b e h avio r
recording, and electronic
trading model commercial
information (keeping and
message switching between
model handlers).
The
model handlers share some
static data types through
which they can get system
information from the central server and maintain
data consistency.

User Browser

User Browser

User Browser

Client Side

Socket

……

Handler (Thread)

Handler (Thread)

Handler (Thread)

Central Server (Controller)
Sharing data by handlers

Server Side

The client side contains the
applets that have socket
connection with the server.
Figure 1. Client Server Architecture of the Electronic Trading Model
The objects that handle
m essag e s a r e c o m municators. Each communicator talks with a model handler generated on the server side. It accepts any user's actions and converts
them to the standard messages described above. It then sends the messages to the server. It also accepts messages from the server
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side and updates the user interface according to the message(s) it receives. If the client side gets a negotiation or auction message,
it will open another negotiation or auction window which lists all the negotiation and auction messages in a timely manner, accepts
the user's inputs through key-in information, and sends responses back to the server.
This system involved creating models with interfaces for buyers and sellers and a central server to respond to the sellers and
buyers. In addition, the project included web page creation for the trading model and security issues handling. A centralized
authority maintains the trading model. A seller subscribes to this authority's service by paying a monthly or yearly fee. There is
no charge to buyers for using the trading model. A seller and buyer enter into a negotiation phase as soon as the buyer decides
to buy a product. When a price agreement is reached, the transaction completed. The model would also allow multi-user real time
actions through socket connections to the server. Therefore, any price updating would be refreshed on a client's screen, enabling
the buyer to make rational and timely decisions.
The first and most special feature of the software is the provision for the interaction between buyers and sellers. Products can
be displayed and viewed with information instantaneously shared between the buyer(s) and seller(s). This feature makes it closer
to the retail store where buyers and sellers interact personally. Next, the software allows multiple transactions at the same time.
Different sellers can have negotiations with their buyers concurrently or a seller can have negotiations with two different buyers
for the same product at the same time. This feature increases the utilization of the software because it is not limited in its
capabilities.
Interactive pricing makes this software unique among similar software’s existing on the Internet. The buyer negotiates the price
with a seller in the negotiation window. This window opens for that buyer and the seller only after the buyer had decided to buy
a product. However, the buyer still has the capability and option to undo any commitment to buy if the price isn’t suitable. All
users will have a socket connection with the service so any price replacement can be seen by all involved. The auction can be
completed in a timely manner and buyers do not need to check the web site for price updates. Simple user interface will allow
buyers to have a list of products displayed in their interface and a “buy” button. Similarly, sellers will have a product list and an
“add/remove” button to add or delete products.

Some Security and Legal Issues
Security is the premier issue for any trade on the Internet. Our model uses a RSA public key mechanism to encrypt and decrypt
the transaction dialogues between the buyer and seller and allows the buyer to give a credit card number in confidence over the
negotiation window. This cryptographic mechanism is used to encrypt the dialogues of sellers as well as buyers so that no intruder
can decrypt them. Encryption and decryption are done in both the buyer’s as well as the seller’s interface. One other feature of
our model is that the server supports user authentication and several privilege levels. Privacy and confidential information
capabilities are very important in electronic commerce. The use of this software will help prevent malicious sabotage to ensure
user privileges such as buyer only, general seller, important seller, and system administrator. All username and password pairs
are encrypted while stored in the server and during the transfer of information between client and server. Another problem
involves the legal and regulation issues associated with online auction (Benassi 1999). New information technology and business
models are needed to ensure compliance. Some of the new technologies include the development of enhanced system that allows
owners of copyrighted materials to search for illegal copies on the trading site and report to the authorized party. Another way
of preventing the sale of illegal items online is to use a new business model that provides with pre-formatted electronic forms for
the buyers and sellers. Further considerations involve online privacy and trust issues.

Conclusion
This paper focuses on electronic trading as a popular electronic commerce application. We analyzed such applications and
introduced our electronic trading model. Some of the issues that need to be highlighted in designing such a model include security
concerns. In this model, the RSA public key mechanism is used for encryption and decryption. Lastly, the expectations of an ecommerce customer need to be addressed. A buyer who trades electronically expects to know clearly about the product he is
buying, how secure the transactions are, and how an appropriate interface will be built for them. The paper also described the
development of the software application and presents the architecture, design and implementation of such system. This system
provides a test-bed that allows further investigation of both technical and economic issues related to the use of electronic markets.
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